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Abstract 

The present document is an initial version of the second deliverable of Task 8.3, 
“D8.4 - Business development model”, and contains the exploitation plans from each 
partner and a first draft of the business models proposed for the solutions developed 
by the NEMESYS project. The final version of deliverable 8.4 is scheduled at the end 
of the project (Month 36). 

After the market assessment performed in D8.3, where the mobile security market 
was analysed and the opportunities and barriers were identified, together with the 
market segments and strategies, this first version of D8.4 describes the partners’ in-
tentions towards exploiting the project results to support their own business or ac-
tivities, as laid down in the project’s Description of Work. The document also illus-
trates several business models for the solutions that, in our opinion, have reached a 
maturity level that enables them to be proposed on the mobile security market. 

Deliverables D8.3 and D8.4 follow a guiding thread of questions and answers, where 
the leading questions are: What are the NEMESYS exploitable results? Where can 
NEMESYS exploit such results (i.e., what are the identified target markets and/or the 
security gaps that can be fill in)? How and possibly when is NEMESYS going to exploit 
these results? The answers to the previous questions lead to the definition of the 
NEMESYS exploitation’s strategy. The definition of the “what” (Deliverable 8.3) is es-
sential and it includes the assets and the results expected to be generated by the 
NEMESYS project. The definition of the target markets (but also of the MNO part-
ners’ security needs) is also crucial due to the fact that NEMESYS offers solutions that 
can be used in several different vertical markets, each one with its own domain 
characteristics and dynamics. Timing and modalities of the overall exploitation activi-
ties are finally also a fundamental aspect WP8 has been looking into, so as to ensure 
proper and effective implementation of exploitation plans. 

After having answered to the questions at a context level in deliverable 8.3, this re-
port goes on describing the exploitation strategy in terms of different possible mod-
els of exploitation, stakeholders, assets, competitors, key success factors, and ac-
tions identified for an effective exploitation of NEMESYS. 
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1 Introduction 

1.1 Purpose of the document 

The standard EC Grant Agreement for FP7 projects provides the “Plan for the Use 
and Dissemination of the Foreground (PUDF)” as one the contractual reports to be 
delivered by the end of the project. “Foreground” refers to all the results, including 
information, materials and knowledge, generated in the project, as a means for the 
Commission to assess the actual degree of success of a project. 
Project partners are expected to report with enough details on the actual and ex-
pected “use” to be made of the foreground, i.e., on their strategy and concrete activ-
ities to disseminate and also to exploit the project results (Article II.29 [1]). 
Therefore, a market assessment and analysis for the NEMESYS solutions was provid-
ed at Month 30 in the companion Deliverable 8.3 [10], while the present document, 
scheduled at the end of the project (Month 36), provides the actual exploitation 
plans and the business model proposals for the NEMEYSS project’s solutions. 

1.2 Scope of the document 

The Plan for the Use and Dissemination of the Foreground of the NEMESYS project is 
generally divided into two areas: 
1 A public area related to results that were disseminated and the corresponding 

dissemination activities. This is the main subject of deliverable 8.1 in its three 
versions and of Task 8.2 of the project [2]. 

2 A confidential area describing exploitable results and related planned activities. 
This area is the subject of the deliverables D8.3 and D8.4 and includes: 
1. A list of all the results that may have commercial or industrial applications 

(e.g., software, inventions, prototypes, compiled information and data, etc.) 
2. A verifiable list of all intellectual property rights that have been applied for or 

registered (e.g., patents that have been applied for) with an outline of the 
owner of each particular element of foreground, whether it is a single partici-
pant or several of them (in a situation of joint ownership). 

3. An explanation of how the foreground has been or is going to be used, in ei-
ther further research or commercial exploitation activities. 

The plan should also describe the socio-economic impact of the results, if any, and 
any contributions to standards or policy developments. 

1.3 Intended audience of this document 

The document is aimed at the following audiences and respectively at the fulfilment 
of the following objectives: 

 European Commission: to communicate the consortium’s strategy and report 
on dissemination and exploitation activities; 

 Consortium partners: to inform about participants’ rights and obligations, as 
well as notify to other participants partners’ intentions in order to enable 
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them to exercise their objection right in case their legitimate interest could 
be impaired. 

 
The rest of the document is structured as follows: Section 2 describes the NEMESYS 
exploitable result, provides a description of the partners, their institution profile, the 
goal that they pursue in the project, the exploitation plans of NEMESYS solutions, 
and the key metrics in order to evaluate the success of the project. Section 3 pro-
vides the business model proposals for NEMESYS solutions that are believed to be 
ready for commercialization. Section 4 is concerned with the Intellectual property 
issues, while Section 5 concludes the document. 

2 Exploitation Plans  

There is a general willingness of all stakeholders in mobile security area to exploit 
promising mobile security technologies. But there is also the fact that the exploita-
tion of these technologies requires substantial investments that need to be justified 
by an adequate return. 
Depending on the stakeholder, this return on investment can be monetary in terms 
of a permanent revenue stream that pays back for the investment on the longer run 
or non-monetary, in terms of business improvement (e.g., enhanced security of the 
mobile network which in turn will increase the mobile services availability and the 
quality of mobile services and will reduce customer churn). Also the enhanced secu-
rity reduces the risks of internal and external incidents and helps the MNO to reach 
compliance objectives required by the local laws. 
Other examples of non-monetary benefits are better use of the existing security 
measures and being recognised as an innovative and reliable company in the tele-
communications area. 
Considering the impact on European society and the market potential, it is important 
for European MNOs to take the leadership in mobile security. The adoption of 
NEMESYS technologies can have an important impact in increasing the technical 
leadership of the participating partners as well as the mobile users community, pos-
sibly driving the roadmaps and standards for future mobile security services in that 
domain. 
After a brief introduction of the solutions developed by the project in the next sec-
tion, partners’ individual intentions are illustrated in Chapter 2, demonstrating their 
strong engagement to exploit the project results in order to support their own busi-
ness or activities. 

2.1 NEMESYS exploitable results 

The list of the NEMESYS potential products is provided in the following sections to-
gether with a brief description of each. A more detailed description of their software 
architectures can be found in Deliverable D1.3.2 [16]. Figure 1 provides a snapshot of 
all possible NEMESYS solutions and technologies that are called further on exploita-
ble results. 
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Figure 1. NEMESYS exploitable results. 

The exploitable results of the project are: 

 The Honeydroid (mobile honeypot equipped with the LMD module) 

 The DroidCollector (initially known as Honeyclient) 

 The Signaling Storm Detector and Mitigator (SSDM) 

 The mobile network simulator (SECSIM) 

 The (telecom. Network oriented) Visual Analytics Module (VAM) 

 The (generic) Visual Analytics Platform (VAP) 

 The anomaly detection algorithms module (ADM). 

These solutions are described in detail in deliverable D8.3 [10]; we will only provide a 
short presentation herein. 

2.1.1 The honeydroid and LMD 

The honeydroid is a mobile honeypot which collects attacks targeting mobile devices 
and the mobile network. It is composed of two compartments: a monitored com-
partment, infrastructure VM vulnerable to malware infections and a secure com-
partment, or honeypot VM (Figure 2). The monitored compartment is therefore vul-
nerable to attacks and controlled by the secure compartment, where the lightweight 
malware detector resides. 
The malware detector is based on a lightweight anomaly detector which captures 
any anomaly occurring on the mobile device. By using an anomaly detector, it can 
detect new attacks threatening mobile devices. Upon deviation from the normal be-
haviour, an alert is triggered and a file system’s snapshot is taken. The difference be-
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tween two consecutive file system’s snapshots enables a forensic analyst to conduct 
an analysis of the root cause of the attack. 
In NEMESYS a prototype implementation of the honeydroid is provided, a honeypot 
targeting a virtualized smartphone honeypot based on the Android OS and deployed 
on Samsung Galaxy S2 GT-I9100 devices. Honeydroid provides an Android User Inter-
face (UI) called the honeypot Virtual Machine (VM), which is meant to be compro-
mised by malicious applications. 

 
Figure 2 The honeydroid and LMD. 

2.1.2 The honeyclient or DroidCollector 

The honeyclient aka DroidCollector is a framework to find and download free An-
droid application packages (APKs), and, further on, analyse and classify them. All the 
APKs are collected through a powerful crawler and client which browse the web 
searching and collecting APKs made available for free download and installation. 
When an APK has been collected, it is sent to the analyser module which performs 
both static and dynamic analysis. The dynamic instrumentation is realized in an An-
droid sandbox mimicking a real Android device. Both instrumentations enable to get 
the most information of the application: static to extract information related to the 
functionality of the application while the dynamic analysis will extract the communi-
cations with the malicious servers, collect the sent SMS, etc. Even if an application 
obfuscates itself the dynamic analysis will reveal its real intention. Finally, from the 
analyses, the honeyclient will classify the collected APKs as goodware or malware. 
The classifier is based on two powerful engines which implement both misuse and 
anomaly detection paradigms. 
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Figure 3 The honeyclient (DroidCollector). 

The DroidCollector illustrated in Figure 3 consists of three components: 

1. a crawler that builds the list of URLs to be visited and a client that visits the 
URLs and collects APK, 

2. an analyser that analyses downloaded APKs statically and dynamically, 

3. a classifier that classifies the analysed APKs as either malware or goodware. 

2.1.3 The Signaling Storm Detector and Mitigator (SSDM) 

The SSDM aims to protect cellular networks against signaling storms that can be 
caused by mobile malware or misbehaving applications, leading to outages and per-
formance degradations. Such storms result from successive service requests that 
then time-out because of inactivity, triggering repeated signalling to allocate and de-
allocate radio channels and other resources in the network. The SSDM monitors the 
number of successive signalling transitions that involve the time-out, and enforces a 
mitigation policy if this number exceeds a threshold. There are two approaches to 
deploying the SSDM by an industry: 

 at the network signalling server as part of the non-standardised, vendor-
specific admission and congestion control mechanisms; or  

 directly on the mobile device e.g. between the operating system and the 
baseband [6], to eliminate the problem at its root. 

2.1.4 The mobile network simulator (SECSIM) 

SECSIM is a software tool for modelling and simulation and for evaluating 
cybersecurity of mobile networks and has been developed to support large-scale se-
curity analysis of threats against mobile networks. This platform is designed (i) to 
comply with the current standards of telecommunication networks, and (ii) to be 
scalable, so that very large networks can be simulated. In particular, through its ca-
pability to distribute different parts of the network over multiple physical or virtual 
machines or the Cloud, the simulation and testing of a large mobile network with 
millions of connected devices is possible. Built on the network simulation platform 
OMNeT++, SECSIM has a modular architecture enabling the addition of mobile traffic 
models derived from real network traces or based on new apps, devices and mal-
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ware; it also combines packet-level and call-level representation of communications, 
the latter improves scalability by modelling high traffic volume events like VoIP calls 
and multimedia streaming at the call level. This flexible architecture enables rapid 
prototyping and testing of new cellular security solutions, and offers a valuable re-
source for evaluating different network configurations and settings. Existing mobile 
simulation platforms such as OPNET [4] and NS-3 [5] put more emphasis on the phys-
ical layer, and therefore can be considered as complementary to our solution. Poten-
tial users of the simulator include mobile network operators and vendors, network 
analysis and security companies, research institutions, and standardisation bodies. 

2.1.5 The Visual Analytics Platform (VAP)  & the NEMESYS Visual Analytics 
Module (VAM) 

One of the core exploitable components of the NEMESEYS project refers to the Visu-
al Analytics Module (VAM), which implements a complete software framework for 
the visual exploration of big data. The VAM module renders a (sub-)modular and 
scalable platform, based on an extendable architecture that supports a wide variety 
of analytics for almost any type of data.  For instance, the complete VAM platform is 
able to support basic 1D & 2D statistics, plot visualization, combination of different 
modalities, feature extraction according to the needs of each user and the require-
ments of the application, data mining through metadata extraction, classification, 
clustering, frequent or suspicious pattern detection, etc., as well as several smart 
visualization methods, a hypothesis generator, the application of hypothesis formu-
lations. 

Despite its generic capabilities, within the NEMESYS Visual Analytics Module (VAM) 
consists of a down-scaled and specifically configured version of the complete VA 
Platform (VAP), that has been configured and adjusted, so as to match the require-
ments of both the telecommunication networks, data and of course the scope of the 
NEMESYS integrated prototype.  

Mainly targeting to facilitate the work of network operators of both small and big 
telecommunication providers, VAM has been adjusted, so as to meet the needs of 
Internet providers and/or large communication landline networks. With this, hidden 
inter- and intra-dependencies of anonymized billing records (CDRs) from the whole 
telecommunication network can be explored (i.e. inter-cell exploration), so as not 
only to reveal common behaviours, clusters of users with common properties, suspi-
cious patterns and inter-dependencies and correlations, but also to perform root 
cause analysis in case of fraudulent and unwanted attacks, featuring thus, robust at-
tack attribution mechanisms.  

 

The NEMESYS specific VAM has an extended support of functionalities, including: 

 Interactive multi-objective behavioural clustering module (D5.2.3 [14]) 

 Multimodal Graph Embedding behavioural clustering module (D5.3.2 [15]). 

 Automatic configuration detection for behavioural separation (D5.3.2 [15]). 
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 K-partite graph-based behavioural clustering module (D5.2.3 [14]). 

 Mobile Network Graph Visualization module (D5.3.2 [15]). 

 Smart magnification for cluttered visualizations module (D5.2.3 [14]).  

 Fast scanning of the whole dataset and efficient (common) pattern detection 
(D5.3.2 [15]). 

 Hypothesis validation & Intelligent queries (D5.3.2 [15]). 

 Anomaly detection functionalities upon signalling data, as derived from the 
Core network or peripheral components like femtocells. 

 

These sub-modules, described in details in the deliverables of WP5, can be used ei-
ther independently or in combination with each other, since their underlying data 
are interconnected within the generic VA Platform and/or the NEMESYS VAM. By of-
fering a series of Graphical User Interfaces (GUI) that provide access to the visualiza-
tions of the aforementioned modules, enhanced with brushing techniques, the VAM 
aims at drawing the operator’s attention to the significant areas/instants/patterns of 
the ongoing traffic and facilitate their decisions. 

In order to further assist the operator in his/her decision-making process, the VAM 
also provides hypothesis testing and intelligent queries capabilities (see D5.1 and 
D5.3.2), which allow the formation of specific hypotheses and queries by the opera-
tor, respectively, meant to validate the consistency of certain assumptions, based on 
underlying anomaly detection mechanisms.  

Through any of the aforementioned visualization methods, the operator can select a 
specific user or set of users and use the hypothesis testing and intelligent queries 
module to find users with similar behaviour, to specifically examine whether any of 
these users exhibit anomalous behaviours and to verify their involvement in an at-
tack with an impact to the core network. 

Furthermore, insight in the origins and the root causes of an attack can be provided 
by a dedicated sub-module that implement the Frequent Episode Mining-Finite State 
Machines (FEM-FSM) (D5.1 & D5.3.2 [13]), which accelerates the detection of com-
mon traffic patterns in the history of records for a set of users, identifying specific 
actions that could be the causes of an attack, such as the reception of a common 
spam message, or discovering botnet-related command and control events. 

Additionally to the above, the full software package has been implemented on the 
basis of a modular and scalable architecture and is currently provided with the fol-
lowing modules preinstalled: 

 Generic csv parser and generic data import capabilities 

 Selection and cropping of subset of data 

 1D statistics of 1st to 4th order 

 1D histograms and 2D statistics, including scatterplots, different types of data 
cross-correlations, etc. 

 Metadata generation method based on the cross-relations of the input data 
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 A hypothesis generator mechanism 

Moreover, the GUI offers to the operator full access on the configurable properties 
of the background algorithms and the sensitivity of the methods, so as to allow fur-
ther adjustment to the specific needs of each application. 

The logo with which the full package of the product is planned to be launched in the 
market can be seen in Figure 4Errore. L'origine riferimento non è stata trovata., 
while the promotional logo for the network dedicated VA module can be seen in Fig-
ure 5. 

 
 

Figure 4 The promotional logo of the com-
plete (stand-alone) Visual Analytics Plat-
form (VAP). 

Figure 5 The promotional logo of the core 
network visual analytics product. 

 

2.1.6 The anomaly detection algorithms (ADM) 

The current product is partially integrated in the VAM platform (see Section 2.1.6), 
and the logo which will be used for the presentation of this product on the security 
market is presented in Figure 6. 

 
Figure 6 The promotional logo of the AMD product. 

The anomaly detection module provides the implementation of a package of differ-
ent anomaly detection techniques, mainly targeting time-series formulated data 
(signaling or aggregated traffic ones in the NEMESYS case), as described in details in 
WP4 deliverables: 

 Bayesian Robust Principal Component Analysis (BRPCA) (D4.3 [12]) 

 Local Outlier Factor (LOF) (D4.3) 

 Hidden Markov Model (HMM) (D4.3) 

 Cumulative Sum (CUSUM) (D4.3) 

 Graph Descriptor (D4.2 [11][10]). 
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The ADM works in complete synergy with the visual analytics module, providing the 
logic of filtering, classification and insightful aggregation of data. It can be provided 
to the market as a sub-module of the aforementioned VA platform/module and/or 
as a standalone product solution targeting any application requiring detection of 
anomalies in network-related data. 

 

In the rest of the present document, each institution will be briefly introduced, the 
institution’s profile will be given, together with a description of the objectives they 
pursue with this project, their vision on the NEMESYS exploitable results and target 
audience, and a list of the indicators that would determine if the project was a suc-
cess for them or not. Initial proposals for business models are also introduced in the 
present deliverable, but please note that these might change during the last six 
months of the project as partners continue their testing and evaluation activities and 
as their experience increases in the exploitation area. 

2.2 Exploitation Plans of Research/Academic/SMEs partners 

In this section the exploitation plans of research, academic and SME partners will be 
presented, together with a brief description of each partner's institution, their goal 
within the project and a list of key performance indicators to determine whether the 
project was successful for them or not.   

2.2.1 ICL 

Institution’s profile 

Imperial College London is a public research university specialising in science, engi-
neering, medicine and business, with an excellent reputation in teaching and re-
search. Imperial is consistently rated among the world’s best universities, currently 
ranked 3rd in Europe and 8th in the world in The World University Rankings 2015-
2016 ICL has around 13,500 students and 3,300 academic and research staff, and to-
tal annual income of around £820 million, of which £330 million comes from re-
search grants and contracts.  
 
The Intelligent Systems and Networks research group (ISN) within the Department of 
Electrical and Electronic Engineering (EEE) at ICL is led by Prof Erol Gelenbe and has 
ten permanent academic staff and around 40 research staff and PhD students. In the 
2014 Research Excellence Framework (REF 2014) evaluation of UK universities, Impe-
rial’s EEE Department was ranked 1st in its field, and the ISN Group was singled out 
as having the “largest proportion of world leading outputs” in the EEE Department. 
ISN focuses on areas such as smart and cognitive networks, autonomous distributed 
systems, defending networks against attacks, agent-based systems, and biologically 
inspired computing. ISN has conducted substantial research since 2003 on autonom-
ic communications and systems in the course of the EU FP6 CASCADAS, the Marie 
Curie action SAPAD project, the national UK EPSRC project on self-aware networks 
and quality of service, the EU FP7 e-infrastructure research project DIESIS, and the 
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EU FP7 project PANACEA on cloud computing. In defence related national projects 
such as ALADDIN (2006-2011) and SATURN (2009-2012), we have conducted re-
search on network protection against distributed denial-of-service attacks and 
worms using autonomic techniques. ISN is also active in the area of energy efficiency 
and optimization in ICT, and has participated in the EU FP7 FIT4Green project and 
the national research project from DSTL (UK Ministry of Defence Research and Tech-
nology Division) to optimise energy consumption in ICT within the framework of mili-
tary bases. ISN is also recognised as one of the world leaders in performance model-
ling and evaluation of networks and systems, and in measurement and testing of 
network prototypes through large-scale test-beds. 

Institution’s goal 

The main objectives of ICL within NEMESYS are to design and develop efficient net-
work-based anomaly detection methods, to develop software and analysis tools for 
evaluating the cybersecurity of mobile networks, and to disseminate and exploit the 
output and achievements of the project. Thus, ICL expects not only an academic 
benefit from NEMESYS but also a commercial one. These exploitation objectives can 
be summarised in the following:   

 Commercialisation of products and services derived from or related to the 
outcomes of the project. 

 Collaboration with external companies interested in the developed methods 
and tools.  

 Reuse of the technical work conducted in NEMESYS and the experience ac-
quired in future EU and national research proposals. 

 Participation in standardisation activities in any of the fields treated by the 
project. 

 Transfer of the NEMESYS knowhow to European bodies in charge of cyber-
security.  

 Publication of research outcomes in relevant peer-reviewed and established 
journals and conferences.  

 Incorporation of the knowledge gained from NEMESYS into teaching as well 
as training of students and researchers.  

 

2.1.5 The Visual Analytics Platform (VAP)  & the NEMESYS Visual Analytics 
Module (VAM) 

One of the core exploitable components of the NEMESEYS project refers to the Visu-
al Analytics Module (VAM), which implements a complete software framework for 
the visual exploration of big data. The VAM module renders a (sub-)modular and 
scalable platform, based on an extendable architecture that supports a wide variety 
of analytics for almost any type of data.  For instance, the complete VAM platform is 
able to support basic 1D & 2D statistics, plot visualization, combination of different 
modalities, feature extraction according to the needs of each user and the require-
ments of the application, data mining through metadata extraction, classification, 
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clustering, frequent or suspicious pattern detection, etc., as well as several smart 
visualization methods, a hypothesis generator, the application of hypothesis formu-
lations. 

Despite its generic capabilities, within the NEMESYS Visual Analytics Module (VAM) 
consists of a down-scaled and specifically configured version of the complete VA 
Platform (VAP), that has been configured and adjusted, so as to match the require-
ments of both the telecommunication networks, data and of course the scope of the 
NEMESYS integrated prototype.  

NEMESYS exploitable results & target audience 
ICL proceeds with its partners in regard to exploitation in three complementary di-
rections: the first addresses software products and technology, the second involves 
impacting the transfer of NEMESYS knowhow to European national bodies in charge 
of determining cyber security policy and initiatives, while the third focuses on aca-
demic activities such as publishing high quality papers, training students, and acquir-
ing new funded research projects. 

 

A) Software products and technology 
ICL is contributing two main innovations to the NEMESYS project, which are the SEC-
SIM simulator and the SSDM. Below, we briefly describe each innovation, and pro-
vide an exploitation plan for them. 
 

1. The mobile network simulator SECSIM 

A software tool for modelling and simulation of mobile network attacks has been de-
veloped by ICL, and used in the project, to support large-scale security analysis of 
threats against mobile networks and to generate simulation data to be analysed by 
other partners. The simulator is of most interest to the following parties: 

 Mobile network operators: to evaluate network configuration options and 
the effect of new mobile devices, applications and services. 

 Equipment vendors, research institutions and standardisation bodies: to test 
new protocols and algorithms in a controlled and reproducible environment.  

 Network analysis and security companies: to offer consulting services.  
Regarding exploitation with industry: 

 We have met with representatives from the operation and security depart-
ments of Telecom Italia and COSMOTE to better understand the needs for 
such product, and to identify areas where further technical developments are 
required.    

 We have conducted discussions and presentations with two mobile network 
vendors and an operator external to the project, to examine the opportuni-
ties for exploiting the SECSIM simulator through offering consulting services, 
licensing simulation models along with technical support and training, or col-
laborating in funded research projects.  

 



Deliverable D8.4 Dissemination Level: PU 317888-NEMESYS 

 

 

April 2015  19 

 

 

2. The SSDM (signalling storm detector and mitigator) 

There has been significant industry interest worldwide and in Europe regarding sig-
nalling and overload. Thus ICL has analysed signalling storms and proposed a new 
approach for detecting and mitigating such attacks both in UMTS and LTE. This work 
has resulted in the design of the SSDM to protect cellular networks against signalling 
storms that are caused by mobile malware or misbehaving apps, leading to outages 
and performance degradations.  

Our technology transfer work in this area aims (i) to advance towards a better indus-
try wide understanding and evaluation of signalling storms, (ii) to propose a standard 
solution to 3GPP that can incorporate the tools to mitigate such attacks and the ef-
fect of malfunctioning apps. To this effect:  

 ICL has had technical discussion with Huawei, Nokia, and Orange regarding 
these issues. The possibility of in-depth collaboration regarding exploitation 
of the SECSIM simulator for storms and related issues, for new in-depth anal-
ysis with regard to machine-to-machine applications, and for help with 
standardisation issues has been examined as good opportunities for joint 
work and technology transfer.  

 Together with NEMESYS partner Telecom Italia the following steps have been 
taken: Telecom Italia and ICL submitted a paper to 3GPP RAN plenary #66 (8-
11 Dec 2014, USA), in order to (i) make the industrial community aware of 
our work and (ii) open a Study Item activity for 3GPP to recognise the need of 
a standardisation activity to find a solution to solve the issue. The first objec-
tive of this activity has been achieved to great extent, since our paper was in-
cluded in the agenda and 3GPP companies are now aware of the results 
achieved by NEMESYS. As for the second objective of opening a new Study 
Item, our partners at TI were informed of other related activities by 3GPP and 
GSMA, and we are currently evaluating how we can contribute to these ef-
forts. Moreover, a number of companies have expressed interest in collabo-
rating with us on the issue, and a telecommunication vendor has offered to 
provide us with real, state-of-the-art mobile network hardware and software 
in order to test, evaluate and further develop our solution to turn it into a 
proprietary feature of the vendor’s network equipment.   

 
B) Transfer of NEMESYS knowhow to European bodies in charge of cyber security 
 
Both France and Germany are debating cyber-security laws; both countries have 
agreed to discuss this area in the course of their regular summits, and in both coun-
tries there are both favourable and unfavourable reactions from industry which does 
not wish to enter into stringent regulations. On January 28th, 2015, ICL was able to 
present and discuss its views on Cybersecurity with different political (European Par-
liament), executive (DG Level at the EC), and other partners at a meeting organised 
by the JRC in Brussels. In addition, while France has recently passed a broader law 
with strong implications for privacy and cyber-security, ICL's NEMESYS team has 
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been approached specifically to provide input (via the French National Academy of 
Technology) to the French Research Ministry's priority and funding programmes that 
include cyber security; written input was provided at a meeting at the French Gen-
eral Directorate for Research and Industry, and discussed at a meeting in Paris at the 
Research Ministry on September 8, 2014. Subsequent meetings were also held with 
the Ministers' Advisers for the Digital Economy (Minister Axelle Lemaire) and for 
Higher Education and Research (Minister Genevieve Fioraso), as well as with differ-
ent government bodies active in the field of Cybersecurity including the President of 
the Commission of Informatics and Freedom, and the Director General of the Agency 
for Protection of Data and Networks.  A further study for the two Ministers is being 
conducted by Prof Gelenbe regarding cyber security and the mobile infrastructure 
based on the NEMESYS competence, to make recommendations regarding the tech-
nical means to insure the security of the flows of data in the Internet, in view of the 
fact that all data flows including mobile networks are now largely using this technol-
ogy, and also because of new developments of the Internet of Things and Cloud 
Computing. Prof. Gelenbe is also expected to advise on new standards, and to pro-
pose new directions for research programmes in this area. This will provide high level 
impact of NEMESYS on shaping the Cyber security agenda. 

 

C) Other exploitable results 
ICL has been notified a one year research contract by Huawei amounting to 
£124,000; the project is covered by a non-disclosure agreement. ICL, with other 
NEMESYS partners and additional industry partners such as Deutsche Telekom, has 
submitted an H2020 project, as well as a UK EPSRC proposal, that are both awaiting 
evaluation. Another H2020 project submission received a 14/15 mark but was not 
funded.  ICL’s other exploitable results are in the form of academic publications, at-
tendance and presentations in research conferences, and public engagements aimed 
at the research and security community, specifically in the areas of distributed simu-
lations, anomaly detection systems, and the design of secure 5G mobile networks. 
For the research dissemination, we have already published 4 journal articles and 16 
conference papers, and submitted a number of other papers that are currently being 
reviewed. 
 
ICL already exploits the experience and insights gained from NEMESYS to attract 
high-quality international research staff and PhD students interested in the field. We 
are also participating in new research proposals in related areas, and amending cur-
rently offered graduate-level courses to include aspects of mobile security. These will 
translate into additional research funding and grants for ICL and the UK in general, 
and a potential increase in the number and quality of graduate students coming to 
study at ICL, leading to an economic contribution to the UK in the form of better ed-
ucated and higher quality graduates, and more directly through tuition fees.  ICL’s 
target audience for these other exploitable results would thus be the academic 
community as detailed above, and vendors and service providers aiming to better 
understand the security of existing mobile networks, and use new technologies for 
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resilient networks in order to provide improved quality-of-service and better reliabil-
ity for customers at lower cost. We also aim to provide well trained post-doctoral 
researchers and MSc and PhD students in mobile and network security to serve EU 
industry, research organisations and EU funding bodies. 

Key performance metrics of the project 

The success of our exploitation plan will depend on the take-up of our research re-
sults within new funded research projects, and the transfer of our technology to var-
ious industry partners. 
 
Key performance indicators in academia are the number of research articles pub-
lished in peer-reviewed journals and conferences, the impact factor of those publica-
tions, e.g. the number of citations received, the number of PhD and postdoctoral re-
searchers accepted and graduated who are working in the area of mobile and net-
work security, the number of new graduate courses added to the curriculum and the 
number of existing courses amended to include aspects of NEMESYS, as well as the 
level of external funding that is attracted for future research. On all these metrics, 
ICL is already doing well as a consequence of its work in NEMESYS. 

2.2.2 CERTH/ITI  

Institution’s profile:  

The Information Technologies Institute (ITI) of the Centre for Research and 
Technology Hellas (CERTH) is a Greek research institute located in Thessaloniki. Since 
its foundation in 1998, ITI has advanced research in areas such as computer vision, 
human-computer interaction and data visualization. 

Institution’s goal:  

Through the NEMESYS project, CERTH aims at proposing and developing novel 
visualization and visual analytics techniques and algorithms, which facilitate the 
exploration of large sets of network data, for the purposes of anomaly detection, 
root cause analysis and hypothesis testing. Additionally to this, CERTH has developed 
a more generic Visual Analytics Platform, able to handle, process, analyse and 
visualize a much wider range of Big Data types, e.g. ranging from medical to 
transportation related data, by extending the capabilities of the network specific 
original module. Primary goals of the institute are the dissemination of the 
developed techniques, which advance the state-of-the-art, in related journals and 
conferences, as well as their exploitation in the market. 

NEMESYS exploitable results & target audience:  

The main exploitable assets developed by CERTH within the NEMESYS project are the 
generic Visual Analytics (VA) Platform, the network dedicated VA module and the 
Anomaly Detection Module. 

1. Visual Analytics Platform and network dedicated VA Module 

The developed visual analytics techniques for statistical analysis of simple and higher 
orders, behavioural based analysis and clustering, anomaly detection, root cause 
analysis and hypothesis testing, have been integrated in a common application and 
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have been accompanied with standard analytics methods (e.g. statistics, simple 
visualizations, etc.), in order to facilitate an analyst (e.g. the Mobile Network 
Operator (MNO) in the NEMESYS case) to gain insight upon the “big data” he/she is 
challenged to process/analyse (e.g. the monitoring the network operation in the 
NEMESYS case), by identifying malicious behaviours, perform data mining (i.e. 
metadata extraction, classification and clustering) as well as to act pro-actively by 
analysing, forecasting and preventing unwanted actions (e.g. attacks towards 
individual users or the core network in the NEMESYS case). The above tasks are 
accomplished by using graph-based methods for network visualization (Mobile 
Network Graph, k-Partite graphs), multimodal behaviour-based visualization and 
clustering (multi-objective visualization), which separates the mobile phone users 
based on their behavioural characteristics, Frequent Episode Mining (FEM) combined 
with Finite State Machines (FSM) for correlation and root cause analysis, and utilizing 
anomaly detection methods and graph-based descriptors for hypothesis testing. 
Potential users of this application are mobile network providers, for monitoring the 
network and preventing attacks, forensics organizations, for uncovering the causes 
of a certain state (e.g. attack), researchers, for studying large datasets of mobile 
network data, traffic networks, etc. Thus, it is easy to understand that the tools of 
the extended/full Visual Analytics Module can also be used outside the context of 
NEMESYS, in other kinds of networks, such as IP networks, road networks, logistics, 
social networks, etc... 
 

2. Anomaly Detection Module 

The Anomaly Detection Module consists of a number of anomaly detection 
algorithms performing on time-series resembling data, like billing or signalling data. 
The implemented anomaly detection tools take advantage of the amplitude of and 
the cross-relations of the available data in order to identify anomalous behaviour. 
These signalling-based methods include Cumulative Sum (CUSUM), Local Outlier 
Factor (LOF), Hidden Markov Models (HMM) and Bayesian Robust Principal 
Component Analysis (BRPCA). Graph-based descriptors are used to analyse the 
billing data. In addition, graph-based clustering methods, utilizing features describing 
the behaviour of the users are also used to distinguish normal from abnormal 
behaviour. The above methods can be used to alert the Mobile Network Operator 
for an abnormal behaviour, or in combination with hypothesis testing tools for 
checking if specific users have abnormal behaviour. Potential users of this module 
are mobile network providers, for monitoring the network and eliminating attacks, 
forensics organizations for examining anomalies in existing data, researchers, for 
studying network-related datasets, etc. The anomaly detection methods can also be 
applied outside the context of NEMESYS, in other kinds of networks, such as IP 
networks, or even in different fields, such as urban traffic monitoring. 
 

Key performance metrics of the project: 
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The exploitation success of the assets produced by CERTH-ITI will be evaluated in 
terms of how interested the community is for both the scientific results and the 
software applications (VAP/VAM and ADM). 
 
Regarding the scientific results, key performance indicators include: 

 the number of publications citing the research of CERTH-ITI related to the 
visual analytics and anomaly detection algorithms developed in the context 
of NEMESYS, 

 the transfer of CERTH’s research results and know-how to new research 
projects. 

 
With respect to the software assets produced by CERTH-ITI, key success indicators of 
their exploitation include: 

 the number of purchases/downloads of the VAP/VAM and ADM products by 
stakeholders in big data analysis, companies and/or individuals interested in 
facilitating their processes by such technologies (e.g. logistic-related 
companies, hospitals, mobile network security-related organizations, 
companies, academic/research organizations individual researchers), 

 the number of attendees in promotional events, the number of visits in 
promotional websites etc., 

 the number of support requests originating from companies, individuals etc. 
using the software products. 

2.2.3 HISPASEC 

Institution’s profile:  

Hispasec Sistemas is a Spanish company located in Malaga and created by computer 
security experts. Since 1998, Hispasec team has been focusing on the investigation of 
malware and problems in computer security, while providing corrective and 
preventive solutions. 

Institution’s goal:  

 Improve and update open source security tools that are currently on the 
market. 

 Expand our services market, giving a boost to the analysis of malware for 
Android. 

 Disseminate knowledge through our publications, both in official documents 
and in our company blog. 

 Raise the knowledge gained in Android to other areas, such as PC, Windows 
Phone or iOS. 

NEMESYS exploitable results & target audience:  

The results of the project are to help Android researchers by providing updated tools 
and methods that make their work more productive. On the other hand, the general 
public awareness of the threats posed by malware for mobile devices. 
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1. The honeyclient DroidCollector 

DroidCollector [1] -- a service for scanning websites, searching and analysing Android 
applications -- has been developed to scan large Android repositories and identify 
threats for mobile devices’ users. DroidCollector comprises 3 components: (1) a 
crawler to build a list of URLs to scan, (2) a client to visit URLs, download and execute 
Android applications, and (3) a classifier to identify Android malware. This service 
uses light clients to scan large repositories. To get an accurate classification, we use 
both detections (i.e., misuse detection and anomaly detection). The former detec-
tion allows us to detect already known malware, i.e., malware that match an existing 
signature while the latter detection enables us to identify new malware families. Po-
tential users of the DroidCollector include Antivirus companies and security compa-
nies which are keen on hardening their detection. 

2. The malware detector for mobile devices  

The malware detector for mobile devices provides a real-time protection for mobile 
devices’ users. It is a module which is integrated in the honeydroid (honeypot) but 
can be utilized as a standalone module. It is based on a set of system calls that are 
generated by Android applications when communicating with servers, sending SMS, 
etc. When the set of system calls is deviating from its normal behaviour, because a 
malware is sending premium SMS for instance, an alert is triggered. Since the mal-
ware detector is anomaly-based, it can detect any new anomalies, and therefore de-
tect new threats. The malware detector can be tuned up to consume less or more, 
depending on the detection rate that is desired by the user. Potential users of the 
malware detector include Security companies, Telephony providers that wish to em-
bed the malware detector in their customers’ mobile phones so as to detect botnet 
attacks for instance. 
 

Key performance metrics of the project:  

The project is considered successful if the prototypes developed (DroidCollector and 
Lightweight Malware Detector) are used and tested by the security and research 
communities and feedback is provided to us in order to improve them and to gener-
ate a quality product. 

2.2.4 TUB 

Institution’s profile:  

The Technische Universität Berlin is located in Germany’s capital city. Our academic 
activities are focused on achieving sharply-defined goals: building a distinctive profile 
for our university, ensuring exceptional performance in research and teaching, 
providing our graduates with excellent qualifications and a modern approach to uni-
versity administration. 

 Institution’s goal: 

 promote the dissemination of knowledge on mobile network security-related 

 facilitate technological progress through advancement of open source 
software 
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 strengthen regional, national and international networking with partners in 
science and industry. 

NEMESYS exploitable results & target audience:  

The project results are twofold. On the one hand its contributions to open source 
projects which could be directly utilized by scientific research and open source 
development communities. 
 

1. Honeydroid: A Virtualized Smartphone Honeypot 

Honeydroid is a virtualized honeypot smartphone running Android Gingerbread on a 
Samsung Galaxy S2 device. It consists of two compartments: Honeypot VM and mon-
itoring VM. Honeydroid provides a strong degree of isolation attributable to primi-
tives offered by the underlying microkernel Fiasco.OC. A use-case for Honeydroid is 
as a honeypot smartphone device that can be used by an enterprise's security team 
to proactively look out for potential threats to their enterprise network and employ-
ees' smartphones. Information gathered from Honeydroid may be used to defend 
against the discovered threats. 

 

Key performance metrics of the project:  

The project is considered to be successful if the Honeydroid is actively used by the 
project partners and by scientific research and open source development communi-
ties and they provide feedback to the developers on usability and possible future 
improvements of this instrument. 

2.3 Exploitation Plans of Industrial Partners 

In this section the exploitation plans of industrial partners will be presented, togeth-
er with a brief description of each partner's institution, their goal within the project 
and a list of key performance indicators to determine whether the project was suc-
cessful for them or not.  

2.3.1 COSMOTE 

Institution’s profile:  
COSMOTE is a member of OTE Group and a member of Deutsche Telekom Group 
(since March/09). It was commercially launched in April/98 and within a short period 
of time COSMOTE succeeded in becoming the leading provider of mobile telecom-
munications services in Greece. Today COSMOTE has a customer base that exceeds 
7.4 million (Q2/2015). COSMOTE has also managed to establish itself as one of the 
biggest mobile operators in SE Europe through the successful course of its subsidiar-
ies in Albania (AMC) and in Romania (Telekom Romania Mobile Communications). 
GERMANOS S.A., one of the most successful retail chains in the field of telecoms in 
SE Europe, is also member of the Group (since Oct/06). COSMOTE holds the leading 
market position in Greece since 2001, having an impressive record of very important 
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market firsts, especially regarding the introduction of new technologies in its net-
work. 
 
Institution’s goal:  

While current security techniques provide an adequate level of protection mainly 
inherent in the adopted mobile network technologies, MNOs need to be alert and 
prepared to take further actions to address emerging threats. Such threats may be 
caused either by malicious activity explicitly directed at the mobile network (e.g. 
DDoS attacks), including also threats coming from compromised mobile devices that 
when acting as mobile botnets, can easily endanger a whole mobile network opera-
tion, as well as threats accidentally occurred such as the ones originated by the cus-
tomer oneself (phone jailbreaking/rooting, installation of applications from untrust-
ed sources, careless acceptance of application permissions). 

In any case a successful attack -affecting part or the whole mobile network- will have 
a negative impact on the operator business and will cause undesirable degradation 
on customers’ experience. To make things worse, it is envisaged that the customers 
will blame the operator whom they are accustomed to trust for security issues; es-
pecially if they have purchased their smartphones from the particular MNO.  

The impact of such events may lead to increased churn rates, lower profit, resulting 
in a negative impact on the MNO’s brand name. Loss of profit may also occur in cas-
es where the affected users refuse to pay high bills (e.g., in cases where a malware 
has initiated voice calls or sent SMSs to premium numbers). In the long term, if fraud 
via mobile malware gets out of control, it may lead to a trust loss which may slow 
down the growth of the overall mobile business. 

To cope with the emerging security threats is a matter of utmost importance for the 
MNOs who need a holistic, flexible, effective, proactive, defensive and affordable 
security strategy for the massive and undoubtedly complex infrastructure with mul-
tiple entities coordinating together, including policies, security processes, security 
risk management, business continuity, etc., while in case of an attack, the MNOs 
should be prepared to respond immediately so as to secure both their networks and 
their subscribers thus defending their reputation and ensuring the viability of mobile 
business. 

Towards this direction, the MNOs’ strategies are (or should be) multiple. More spe-
cifically MNOs should: 

 Adopt a solution, preferably aligned with the 3GPP specifications, for securing 
networks’ operation as indicated by the mobile industry in total (equipment 
manufacturers, security systems vendors, etc.). Such options ensure security 
for the technology evolution that will follow and save the MNO from undesir-
able costs that proprietary solutions may require in the long term. 

 Apply all the latest security features (upon availability) to protect their net-
works end-to-end from possible malicious and/or accidental attacks.  
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 Participate in R&D security-related activities, so as to be capable of setting 
the requirements from their own perspective, being informed on the latest 
developments on the security aspects and/or exploiting the projects’ results 
to benefit from increased security, including contribution to standardization 
activities. 

 Closely cooperate with infrastructure and security vendors, security analysts, 
etc. to specify/develop new security features and toolsets. 

 Establish a dedicated team to deal with network and terminal security, in 
terms of: identification of possible security gaps, conduction of specific exper-
iments to reveal network vulnerabilities, monitoring how malicious attacks 
are evolving with time, disseminating the findings especially to those respon-
sible for protecting the availability and integrity of the mobile network, coor-
dination/decision making for actions required at the event of a successful 
DDoS signalling attack (e.g., load balancing, policy enforcement, validation of 
legitimate signalling traffic to minimize disruption, etc.)  

 Facilitate the public awareness regarding the existence of malwares and their 
impact (e.g., theft of personal information, initiation of voice calls/SMSs to 
premium numbers), as well as inform the public on how they could be pro-
tected. 

 Offer protection services (“security packages”) for the subscribers’ mobile 
devices, for example upon selling of terminals and/or subscription packages. 
Obviously, such a business model would require dedicated customer care and 
support which implies further investment for the MNOs. However, pioneer-
ing MNOs in adopting such kind of solutions can be expected to obtain a sig-
nificant competitive advantage that will “reward” them with a long list of 
benefits, such as: 

o churn reduction and market share increase, since their subscribers 
will be spared from bill shocks and offered peace of mind that their 
security is being cared for  

o generation of new revenues by addressing new markets, such as sell-
ing security packages, introduce m-banking / m-commerce / m-
payments applications  

o time reduction between infection and mitigation 

o promotion of the brand reputation   

o misuse and fraud avoidance. 

Key performance metrics of the project:  

The project will be considered to be successful if some of its assets (exploitable results) 
could be used by COSMOTE in order to validate the objectives of NEMESYS. For example, the 
deployment of a small number of mobile honeypots along with the LMD within the commer-
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cial network of COSMOTE could be considered for deployment in the future,  so as to receive 
valuable feedback regarding possible threats and attacks against the mobile ecosystem (mo-
bile devices and networks) preferably via a visual environment (VAM). 

NEMESYS exploitable results & target audience:  

The major novelty of the NEMESYS solution is the use of mobile honeypots which are 
special mobile devices acting as lure for attackers and are able to capture crucial in-
formation on current attacking trends and threats, before the attackers are able to 
affect the mobile core network. Mobile honeypots together with the Light Malware 
Detector, the Honeyclient, the anomaly detection algorithms and the Visual Analytics 
Tool, which constitute the “NEMESYS” solution, will be capable of gathering, detect-
ing and providing early warning of malicious attacks. More specifically, by applying 
an advanced security solution an MNO, such as COSMOTE, will be able to: 

 Better protect its infrastructure and customers by pinpointing infections in 
mobile devices and then taking action to protect its network and subscribers.  

 Rapidly identify traffic that is involved in malicious attacks. 

 Take the appropriate countermeasures in order to secure the mobile network 
infrastructure and prevent users’ mobile devices from being used as a step-
ping stone for launching attacks against the core network.  

 Warn its customers early enough and prevent intrusions against their mobile 
devices, achieving wider market share and reducing churn.  

 Differentiate from competition by protecting their customers from security 
risks while offering high service experience, since infected devices can cause 
a significant degradation in device performance or unexpected charges (e.g., 
bill shock) that result in unhappy subscribers. 

 Save huge effort and expenditures, in the coming years, that would have 
been required for security “repairs” and downtimes. 

NEMESYS solution could also generate new and recurring revenues for COSMOTE by 
selling “security packages” or by bundling security to up-sell other services (m-
banking, m-commerce or any other mobile transaction requiring advanced security). 
Last but not least, it is a fact that mobile subscribers have a close relationship with 
their MNOs, stemming from a high level of trust regarding the offered security.  

In this case, COSMOTE could exploit such a solution according to the following plan. 

Table 1: NEMESYS Solution Exploitation Plan by COSMOTE  

EXPLOITATION PLAN – COSMOTE 

Solution Positioning 

Level of interest of NEMESYS 
Solution (according to the or-
ganization's strategy) 

            

             High  

Main applications/uses for the 
MNO 

1. Access/Core Network protection 
2. Subscribers’ protection 
3. Visualization  

Improvement (main points of 1. Identification and implementation of additional function-



Deliverable D8.4 Dissemination Level: PU 317888-NEMESYS 

 

 

April 2015  29 

 

 

success) ality taking into account MNO specific requirements and 
candidate business models  

2. Integration of all the individual NEMESYS products into a 
single end-to-end solution, (possibly in collaboration with 
a 3

rd
 party)  

3. Exhaustive testing and evaluation of the overall solution 
aiming at the satisfaction of both technical and commer-
cial requirements. 

Competition Analysis 

Competing Solutions Solutions from major telecommunication equipment vendors such 
as NSN, ERICSSON, HUAWEI, ALU, ZTE. 

Advantages and disadvantages 
with respect to the competi-
tion  

The major advantages of the NEMESYS solution over the competi-
tive solutions, are: 

- the use of the mobile honeypots  

- the use of a high-interaction honeyclient for the identifica-
tion and prediction of abnormal behaviour patterns 

- the use of an interactive, scalable and future proof visual 
analytics tool, that facilitates the role of the security ana-
lyst in reasoning, hypothesis testing and decision (attack 
attribution, data mining/presentation/representation) 

- the identification of the nature of cyber-attacks targeting 
mobile devices, so that appropriate countermeasures can 
be taken to prevent them 

- the provision of early warning of attacks.  

The major disadvantage of the NEMESYS solution is that although 
the NEMESYS individual products are of high value, they cannot be 
considered as a complete, end-to-end, solution (preferably provid-
ed by a major telecommunication equipment vendor capable of 
providing the required support, upgrades roadmap, etc.)  

Such a solution should be suitable/attractive to both a single MNO 
and a Group of Companies (e.g. Deutsche Telecom Group) achiev-
ing  shared costs/investment, in-Group fees, Group level visibility 
(results obtained by all MNOs belonging to the Group), capability of 
taking mitigation actions (be proactive, etc.). In such a case security 
and privacy related issues shall be addressed. An alternative ap-
proach for the NEMESYS solution is to be owned and controlled by 
a 3rd Party at a world-wide level: An MNO purchases NEMESYS 
services by an independent (3rd Party) owning the infrastructure. 
According to this model although the MNO would lose the owner-
ship/control and possible competitive advantage in the market, this 
approach could lead to low investment and annual OPEX, world-
wide visibility, capability of taking mitigation actions (be proactive, 
etc.). 

Are there any barri-
ers/risks/limitations towards 
commercialization? 

 Proof of Concept by integrating NEMESYS solution onto a 
commercial/live mobile network (zero impact on network 
performance is mandatory) 

 Investigation on terminal performance, battery, etc. 

 Agreement with a major telecommunication equipment 
vendor capable of providing the required support, up-
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grades (roadmap), etc. 

Due to the high value of the NEMESYS products and their beyond State of the Art 
characteristics and functionalities, there is a high interest from COSMOTE side in tak-
ing advantage of their benefits and innovation. More specifically, as part of its ex-
ploitation plan, COSMOTE could consider: 

  The deployment of a small number of mobile honeypots along with the LMD –
short term- so as to receive valuable feedback regarding possible threats and at-
tacks preferably via a visual environment (VAM). 

  The incorporation of the NEMESYS solution into its commercial network (small 
scale pilot) -in a longer term (before or after the completion of the project)-, pro-
vided that the project has produced remarkable results. 

  Contacting its major telecommunication vendors and inform them about the 
NEMESYS products and solution seeking for a cooperation among them and the 
NEMESYS partners (e.g., incorporation of NEMESYS products into their security 
products portfolio). 

We have to stress that major prerequisite prior to the introduction of any of the 
NEMESYS products is to ensure that there will be no impact in any part of the com-
mercial network (through extensive testing and validation) while satisfying both the 
technical and commercial requirements (investment required, ROI, etc.). The incor-
poration of the NEMESYS solution by COSMOTE shall also be considered in the 
framework of an agreement among the interested parties of the NEMESYS Consorti-
um and/or other candidate interested parties (e.g., COSMOTE and/or a telecommu-
nication equipment vendors). 

The cost feasibility/viability of the commercial exploitation of the NEMESYS prod-
ucts/solution can be investigated in the context of a business case analysis. The busi-
ness case could be based on the ROI for a certain time period (e.g. 10 years), based 
on: 

- The initial investment taking into account the price of the product unit, the 
required number units of each particular product (e.g. 1 unit per 10,000 sub-
scribers, or 1 unit per MSC, or 1 unit for the whole network), the support 
costs, future upgrades, etc.  

- The expected revenues coming from: monthly fees, up-selling other services 
by bundling security, market share increase (brand name enhancement be-
cause of network/devices protection from future malware infections, avoid-
ance of churn reduction), etc. 
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Table 2: NEMESYS Products’ exploitation by COSMOTE  

PRODUCTS’ EXPLOITATION PLAN – (COSMOTE) 

 HP& LMD HC SSDM VAM ADM SECSIM 

Level of interest High Low 
(*)

 Low 
(*)

 High Low 
(*)

 Low 
(*)

 

Main uses  Malicious attacks’ detection - - 

 Visual alerting 

 Interactive visual correlation 

 Visual attack correlation 

 Consideration of use beyond 
security (e.g. traffic, charging, 
QoS representation) 

- - 

Prerequisites / Limitations 
 Zero impact on network 

 Satisfaction of commercial related requirements: Investment (CAPEX/OPEX), Users’ privacy, Mobile terminal performance, etc. 

Issues to be addressed 

 Installation at commercial us-
ers’ terminals (non-rooted) 

 Impact on battery life 

 Impact on performance 

- - 
 Capability to process network 

related data in real time (e.g. 
via probes) 

- -
 

 
(*)

 In the sense that COSMOTE is interested in the outcome (threat/attack notification) and not in the mechanism to achieve it. 
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2.3.2 TIIT 

Institution’s profile:  

TIIT (Telecom Italia Information Technology) was created in November 2012 from 
existing departments of Telecom Italia and has the mission to assure high quality IT 
services to all the companies of the Telecom Italia Group, including Telecom Italia 
Mobile (TIM). TIIT delivers maximum quality in terms of reliability, time, innovation 
and costs. The business priorities of TIIT are stipulated in the Strategic Plan of the TI 
Group. IT and telecommunications security is a major priority for Telecom Italia and 
TIIT. 
Security Lab is the department in TIIT which provides security related IT services to 
the TI Group. Mobile Security is one of the major priorities of this department, with 
an accent on mobile device security, mobile application security and core network 
security. 

Institution’s goal:  

The objectives that TIIT/Security Lab pursues with the NEMESYS project are:  

 Increase the security awareness of TIM mobile network managers, based on 
the demonstration of the threats landscape identified as part of the explora-
tory and experimental work performed in NEMESYS. 

 Propose innovative mobile security solutions which must have three funda-
mental characteristics: proved security (through intensive testing in real 
world like scenarios), high reliability, high availability, high resilience, low im-
pact on the existing infrastructure and on TIM subscribers and customers. 

 Enrich the internal know how on mobile security threats and possible solu-
tions, which should also permit Security Lab to set up an infrastructure able 
to support the investigation on mobile threats, zero day mobile attacks, and 
mobile malware trends and also to support the decision process on the most 
appropriate countermeasures. 

 Enrich the internal know how on mobile application analysis. 

 Support the decision process of the sensitive risk management assessment as 
far as the mobile network assets are concerned (both radio access and core 
network). 

 Investigate and propose new paradigms in mobile security concerned (both 
device and network side). 

NEMESYS exploitable results & target audience:  

TIIT expresses interest in the following exploitable results of the NEMESYS project: 

1. The mobile honeypot and LMD 

As the delimiting lines blur between fixed and mobile connectivity, the telecommu-
nications sector is more and more concerned about mobile security. Moreover, since 
the global mobile data traffic is expected to increase nearly tenfold between 2014 
and 2019 and will grow at a compound annual growth rate (CAGR) of 57% from 2014 
to 2019, reaching 24.3 exabytes per month by 2019 [18], it is plausible that malicious 
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mobile traffic will also increase. In this context, giving the increased risk of mobile 
originated attacks, MNOs can choose to investigate on mobile malware diffusion on 
their own by deploying their own mobile honeypot infrastructure.  
TIIT envisions a security service to be provided internally to the TI Group and maybe 
to some top clients, which can give a direct pulse of the TIM mobile network security 
status and the active mobile threats. TIIT is considering the idea of deploying a num-
ber of mobile honeypots (a mobile honeynet) on their own instead of on only relying 
on external sources of information on mobile malware diffusion, which might not 
entirely reflect the TIM network status, and, therefore, cannot addressed appropri-
ately TIM network security needs. Moreover, designing and deploying a mobile hon-
eynet can actually reveal which are the real security status and needs of the TIM 
mobile network. The first exploitation plan: a yet to be defined number of employ-
ees of TIIT, volunteers working in the security departments, will be given a second 
smartphone equipped with Honeydroid and LMD during their work day and will ac-
tively use it for browsing, social networks, email, application installation. A central 
server will collect the output of the honeynet, where the reported anomalies should 
be further investigated and classified. The target audience which can benefit from 
the output of these honeypots is, potentially, the entire subscriber’s base of TIM. 

2. The exploitations of the honeyclient knowhow 

TIIT envisions a security service to be provided to the TI Group and to TIM custom-
ers, which can provide mobile applications security evaluation/rating. TIIT should 
deploy a honeyclient (DroidCollector) infrastructure on their own, were mobile ap-
plications can be gathered and analysed. The first exploitation plan should consist in 
a honeyclient infrastructure to be deployed in the laboratories of the Security Lab 
group in Turin. If the honeyclient can be deployed here, the target audience which 
can benefit from the output of honeyclient is, potentially, the entire subscriber’s 
base of TIM. 
Another possibility is to offer a mobile applications security evaluation/rating service 
based on online application submission. In this case, mobile applications are not 
gathered by the infrastructure but submitted by the users/clients. 
Security Lab has already exploited a partial result of the honeyclient related technol-
ogies developed in NEMESYS, namely the DroidBox411RC [8], released by HISPASEC 
as an open source software. This software is now used internally for performing dy-
namic analysis of APKs, as part of our own solution of Android application security 
analysis. 

3. VAM or VAP to analyse data from the deployed mobile honeynet 

TIIT is interested to conduct an experimental trial with the visual analytics module, 
which was made available by CERTH/ITI exclusively for evaluation. The target audi-
ence for this trial is TI and TIIT personnel responsible with incident detection and 
management. Due to its versatility (i.e., it can process different types of input data 
obtained from various network systems), this instrument can complement the traffic 
monitoring and incident management platform deployed in TI, in order to improve 
anomaly detection and incident data visualization. 
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4. The Storm Mitigator 

Security Lab would also like to conduct an experimental trial of this technology on 
the TI mobile Test Plant in Turin, Italy. The target audience for this experiment is TI 
personnel responsible with the strategy of development of the mobile network and 
TI security department. The main goal of this campaign shall be to better understand 
the potential of usability and the efficiency of this technology on a real mobile net-
work (3G and LTE).  
 

Other exploitable results are related to the transfer to standardisation bodies like 
3GPP. Together with our partners from ICL and the group of Giovanni Romano from 
TI’s Standard Coordination and Technical Disclosure group, we are pursuing the work 
of standardisation proposal in the 3GPP RAN group. 

In Table 3 and Table 4 a summary of the TIIT exploitation plan is illustrated. 

Table 3 TIIT- solution exploitation plan. 

EXPLOITATION PLAN – TIIT 

Solution Positioning 

Level of interest of NEMESYS 
Solution (according to the or-
ganization's strategy) 

 

              High  

Main applications/uses for the 
MNO 

1. Monitoring of mobile malware diffusion 
2. Mobile application security evaluation 
3. Mobile subscribers protection 
4. Attack Visualization  
5. Mobile core network and radio access network protection 

techniques 

Improvement (main points of 
success) 

1. Implementation of important security functionalities for 
the mobile network and subscribers 

2. Agreements needed for intensive experimentation and 
evaluation of the solutions of interest aiming at the satis-
faction of both technical and usability requirements. 

3. Agreements needed for integration of single NEMESYS 
products of interest into a working solution, (in collabora-
tion with partners) 

Competition Analysis 

Competing Solutions Solutions from major telecommunication equipment vendors such 
as HoStaGe, McAfee, TrendMicro, FireEye, Lastline, Radware, Ar-
bor, NSN, ERICSSON, HUAWEI, ALU, ZTE. 

Advantages and disadvantages 
with respect to the competi-
tion  

The major advantages of the NEMESYS solution over the competi-
tive solutions, are: 

- device/subscriber protection through the use of mobile 
honeypots and DroidCollector mobile application analysis 

- core network protection through the use of anomaly de-
tection and visual analytics techniques, that facilitates the 
role of the security analyst in reasoning, hypothesis testing 
and decision (attack attribution and appropriate counter-
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measures) 

- radio network protection with the signaling storm detec-
tion and mitigation technology.  

At present, the main disadvantage of the NEMESYS solution is that 
it is not available on novel mobile devices and not yet integrated in 
a single solution (preferably provided by a major telecommunica-
tion equipment vendor).  

TI usually purchases NEMESYS-like services from independent 
equipment vendors (3rd Party). TIIT may transfer such solutions to 
TI which is the owner of the infrastructure. According to this model 
the MNO do not lose the ownership/control and possible competi-
tive advantage in the market, this approach can lead to increased 
investment and annual OPEX, worldwide visibility, increased securi-
ty by enhanced capability of taking mitigation actions. 

Are there any barri-
ers/risks/limitations towards 
commercialization? 

 The necessity of a proof of concept by implementing and 
deploying the NEMESYS solutions of interest into an oper-
ational mobile network where high quality security and 
low impact on network performance is mandatory. 

 In depth investigation on usability, device performance, 
battery and CPU consumption, etc. 

 Reach an agreement with a major telecommunication 
equipment vendor capable of providing the required tech-
nical support. 
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Table 4 NEMESYS products exploitation by TIIT. 

PRODUCTS EXPLOITATION PLAN – TIIT 

 HP& LMD HC SSDM VAM ADM SECSIM 

Level of interest
(*)

 High High  Medium High Medium Low 

Main uses 

 Mobile attacks’ 
detection and con-
tinuous mobile 
threat monitoring 

 Mobile applica-
tion security 
evaluation/rating 

 Signaling at-
tack mitiga-
tion 

 Visual investigation of 
attack data 

 Consideration of use 
for other data (e.g., 
related to fraud)  

 Integrat-
ed in 
VAM 

- 

Prerequisites / Limitations 
 Low impact on mobile device and mobile network 

 Satisfaction of usability and technical requirements, users’ privacy, mobile terminal performance, etc. 

Issues to be addressed 

 Usability comes 
first 

 Impact on battery 
life 

 Impact on device 
performance 

 Agreement to be 
reached for ex-
haustive experi-
mentation 

 Agreement to be 
reached for ex-
haustive experi-
mentation 

 Agreement to 
be reached 
for exhaus-
tive experi-
mentation 

 Agreement to be 
reached for exhaus-
tive experimentation 

- -
 

 
(*)

Indicates the level of interest in the exhaustive testing for evaluation if trial prototypes are available from the developers prior of any exploitation-oriented actions. 
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Key performance metrics of the project:  

The NEMESYS project is considered successful if a number of its results (soft-
ware/hardware solutions and, especially, mobile security knowledge and know-how) 
can be used directly in the Security Labs division of TIIT or in TI (Telecom Italia). For 
example, the static and dynamic analysis engines of the Honeyclient (DroidCollector), 
and the know-how in dynamic and static analysis, the working Honeydroid and LMD, 
the know-how related to signaling attacks detections and prevention, and, possibly, 
the visual analytics tool especially if released as freeware. 
 
Moreover, TIIT considers the project very successful from the point of view of the 
excellent research and collaboration relationships established between partners, and 
desires to continue these successful relationships created during the project's life in 
future collaborations. 

3 Proposed business models 

3.1 Introduction 

According to the most common definition, a business model is the first step that has to be 

undertaken in order to be able to create a business able to create value, and, there-

fore, produce monetary revenue to its owners. In fact, the economists sustain that 

the success of an innovative product in the service market strictly depends on the 

quality of its Business Model. 

The creation of the business model implies the following steps: 

 The identification of the value proposition and the unique sales proposition. 

This basically means responding to the question: which are the key factors 

able to attract and retain each revenue stream; 

 The identification of the key factors that facilitate a profitable and consistent 

delivery of the value propositions, also called delivery or funding model; 

 The identification of the capabilities, the relationships and the knowledge 

that result from the previous steps. 

Several theories on effective business model identification are available in literature 

[9], but the general concept is that the creation of a business model starts by an-

swering to questions that can be mapped to the following seven categories:  

 Value proposition 

 Customer segments 

 Key activities 

 Key resources 

 Key partners 
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 Channels 

 Customer relationships. 

It is therefore evident that building successful business models means the formula-

tion of a sustainable strategy for the new business. For this purpose different BMs 

have been identified for the NEMESYS solutions and they will be presented in the 

following. 

The NEMESYS consortium has agreed to use the “Business Model Canvas” proposed 
in [7], a template that helps to clearly and simply define and develop the business 
model in all its categories [9]. The canvas is illustrated in Figure 7 and explained in 
the rest of this section. 

 
Figure 7 Osterwalder’s business model canvas. 

The first step is identifying the Key Partners needed for the development of the pro-

posed business. This also implies further on the definition of the key suppliers, the 

key resources acquired from partners and the key activities do partners perform. 

The motivations for partnerships are the optimization and economy, the reduction of 

risk and uncertainty, the acquisition of particular resources and activities. 

Subsequently the Key Activities have to be identified; these are all the sine qua non 

activities that the value proposition requires. The categories of the key activities can 

be the following: production, problem solving, and platform/network. 
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The identification of Key Resources is also very important, because all value proposi-

tions are based on existing resources. The types of resources can be physical, intel-

lectual (brand patents, copyrights, data), human, and financial. 

Value Proposition is then identifying the value that is delivered to the customer, 

which one of the customer’s problems is the value proposition helping to solve, 

which customer needs are satisfied and what bundles of products and services are 

offered to each customer segment. 

The characteristics of the value proposition can fall in one of the following catego-
ries: newness/innovation, performance, possibility of customization, “getting the job 
done”, design, brand/status, optimizing price, cost reduction, risk reduction, accessi-
bility, convenience/usability. 

Customer Relationship identification is answering the questions related to the type 

of relationship that each of the identified customer segments expects to establish 

and maintain, how are the relationships integrated with the rest of the business 

model and how costly are they? 

Some examples of customer relationships are: personal assistance, self-service, au-
tomated services, communities, and co-creation. 

Channels identification means to establish through which channels the customer 

segments want to be reached, how are we reaching them now, how are our channels 

integrated, which ones work best, which ones are most cost-efficient and how are 

we integrating them with customer routines. 

Different channels can be used depending on the business phase. 

The identification of the Customer Segments means answering to the questions: for 

whom are we creating value and who are our most important customers? These 

segments can be the mass market, a niche market, segmented, diversified, multi-

sided platform. 

The identification of appropriate revenue streams and the cost structure in the can-

vas are usually filled in when a business plan has to be created. Therefore, since 

NEMESYS must only provide possible business models for its developed solutions, we 

do not address these categories for all the solutions described in the present docu-

ment. 

In the following section, each partner uses the canvas illustrated above to present 

the business models for NEMESYS exploitable results that they are interested in 

vending to the mobile security market. 

3.2 Business model per partner 

In this section business model for the exploitable results of the project are described. 
Each partner or coalition of partners proposes a BM for one or more solutions in 
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which they are majorly interested, either in order to sell the solution on the market, 
or to propose the solution to their own organization.  

3.2.1 ICL 

The business model of the SECSIM solution is illustrated in Figure 8. 

 
Figure 8 The SECSIM BM. 

Value proposition 

The value proposition of this solution is that it allows conducting large-scale, realis-
tic, mobile-driven security analysis of signaling anomalies and attacks, malware in-
fections and communications, protocol and network configuration options, and ef-
fects of new mobile applications, services and protocols. Performing such analysis on 
real equipment is both expensive and slow, while other existing simulation platforms 
are designed mainly for evaluating the performance of wireless protocols, and thus 
are not scalable. 

Key Partners 

The key partners are (i) OpenSim: the provider of the simulation platforms OM-
NeT++/OMNEST on which SECSIM models are built; OMNeT++ is open source, but its 
professional version OMNEST requires a license for commercial use.  (ii) Cloud ser-
vice providers who will offer infrastructure as a service for running large-scale simu-
lation jobs that exceed the capacity of ICL’s existing server farm. (iii) Network ven-
dors who will supply regular information to maintain a model library of network 
equipment.   

Key Activities 
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Key activities include technical aspects such as development and customisation of 
simulation models and analysis of data, in addition to marketing aspects to promote 
the solution by maintaining an up-to-date website and participating in relevant 
events where clients can be encountered.  

Key Resources 

The key resources are software engineers who will develop and maintain the simula-
tion models and provide technical care and support, and servers for development, 
testing and small to medium sized deployments. 

Customer Segments 

The main customer segments are mobile network operators and vendors, research 
institutions, standardisation bodies, and network analysis and security companies 
which is a segment not currently covered by existing products. 

Customer Relationships 

Relationship with each of the customer segment will be established and maintained 
via dedicated personal assistance. These customers can also benefit from the mailing 
list and community support already available for the simulation platform. 

Communication Channels 

The main channels for increasing awareness of SECSIM (which have already been uti-
lised) are relevant conferences and events where the targeted customer segments 
can be engaged. Also, a dedicated website will be launched to provide potential cus-
tomers with up-to-date information about existing simulation models and use cases, 
along with access to a free trial period for evaluating some of the software modules. 
Products based on SECSIM will be delivered in the form of licensed software modules 
and consulting services.   

Costs and revenues 

The business model has fixed costs (salaries of software and web developers), and 
variable costs (equipment and on-demand rental of computing resources). Revenue 
will be generated by licensing existing software modules, providing consulting ser-
vices and simulation-based insights, and obtaining research grants based on SECSIM.  

Other issues 

The weaknesses and threats identified by the SWOT analysis performed in D8.3 and 
addressed by the proposed business model are the following: 

• “It does not offer a professional GUI”: A new GUI allowing remote control and de-
ployment of simulation experiments has been developed and will be improved in the 
future. • “MNOs already have such instruments from network equipment vendors”: 
SECSIM will provide multi-vendor simulation models that cannot be offered by any 
individual vendor, and furthermore the business model targets a new customer 
segment, namely network security and analysis companies which are not addressed 
by any of the existing products.  

 

The business model of the SSDM solution is illustrated in Figure 9. 
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Figure 9 The SSDM BM. 

Value Proposition 

The SSDM solution gives the telecommunication network vendor a competitive edge 
in terms of future-proofing its products against signalling storms which will continue 
to pose challenges to operators given the expected growth in mobile, machine-to-
machine and Internet of Things applications whose traffic characteristics can be sig-
nalling intensive. The problem solved by the value proposition, when integrated into 
telecommunication equipment, is protecting critical network components from 
harmful signalling and thus maintaining high quality of service in the network in the 
face of internal/external events that may cause mobile devices to misbehave.  There 
is a growing interest from the industry in solving this problem, as evident by the in-
tegration of the mitigation feature of the SSDM in a recent product by Ericsson. 
However, the value of the SSDM is in its adaptive, load-dependent detection capabil-
ity that minimises the probability of false alarms, while mitigation is straightforward 
once the misbehaving devices are correctly identified.  

Key Partners 

The key partner is a telecommunication vendor that wishes to integrate the SSDM 
into new products. There is already an ongoing discussion with one vendor to start a 
joint project for testing, evaluating and further developing the solution using real, 
state-of-the-art mobile network hardware and software provided by the vendor.  

Key Activities 

The key activities are integrating the SSDM into real network hardware and software, 
optimising its performance, and adding new features according to the vendor’s spec-
ifications. 
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Key Resources 

The key resources are real network equipment (physical resources) and developers 
(human resources). 

Customer Segments 

The main customer segment is telecommunication network vendors such as Nokia, 
Huawei and Ericsson.  

Customer Relationships 

As far as the customers relationships are concerned, the preferred model is based on 
direct interactions and on-demand meetings in order to define and refine the re-
quirements and specifications. 

Communication Channels 

The preferred channel for increasing awareness of the solution is participation in rel-
evant industry events and meetings. This channel has already been exploited, result-
ing in potential collaborations that are currently being pursued. Once a customer is 
acquired, the preferred channels for communication are email, phone and in-person 
interactions. The final product will be delivered in the form of a working prototype 
based on the hardware and software provided by the customer.  

Costs and revenues 

We envision a value driven proposition that focuses on value creation based on the 
requirements and specifications of the customer. This will involve fixed costs com-
prising salaries for the developers and equipment provided by the customer. Reve-
nue will depend on the features requested by the customer.  

Other issues  

The internal weakness identified by the SWOT analysis in [10] is “It is only a part of a 
typical mobile network security suite” is addressed by teaming up with a vendor in 
order to incorporate the solution into future products. The external threat “The mo-
bile equipment vendors and mobile security companies have an advantage because 
of their long term commercial relationships with MNOs” can be hindered by a guar-
anteed high quality of service which may not be offered by existing security compa-
nies that are mostly specialized in Internet security and do not have extensive expe-
rience in radio access network protocols. 

3.2.2 CERTH 

The business model of the integrated VAM and ADM solution is illustrated in Figure 
10. The VAM and ADM modules are valuable for the potential customers in that they 
offer visualizations of mobile network and femtocell data, behavioural analysis of the 
network data, as well as means for hypothesis testing and effective identification of 
anomalies and threats. Potential customers include any organizations or individuals 
interested in mobile network security, such as mobile network operators, forensics 
organizations and researchers. The main channel for the distribution of the assets to 
the customers is the Web, both for the products distribution and their support. Basic 
activities to maintain the interest of the customers for the products are the promo-
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tion and support of the modules through dedicated websites and demos, as well as 
the organization of meetings with the (potential) customers, both before the prod-
ucts purchase, for their promotion, and after, for their support. 

 

 
Figure 10 BM for Visual Analytics (with embedded anomaly detection capabilities). 

 

On the other side of the business model canvas, the key partners involved in the 
production of the VAM and ADM software are CERTH, developing the VAM and 
anomaly detection methods of the ADM module, and ICL, also providing anomaly 
detection algorithms. However, since the operation of the modules relies on the 
available mobile network data, key partners also include data providers, with data 
originating from mobile network companies (TIIT, COSMOTE), data collected from 
the honeypot and LMD (TUB, HIS) and simulated data (ICL). The provided network 
and femtocell signalling and billing data constitute the key resources required by the 
developed modules. In order to execute the value propositions, the key activities 
performed will be the customization and refinement of the involved algorithms, in 
order to provide real-time surveillance and monitoring of the network, the ongoing 
design and refinement of the user interface, in order to offer comprehensive interac-
tion and meet the user requirements, and the employment of marketing strategies 
for the effective promotion of the developed assets.  
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In the following the weaknesses and threats identified in the SWOT analysis of 
D8.3.2 for the current product are listed, while possible counter-actions inspired by 
the BM in Figure 10, that could help addressing each one of them are also presented. 

Weakness 1:  It requires some training from the part of the mobile network opera-
tor.  

Actions: 

 Meetings with customers both to promote the modules and to provide sup-
port after sales 

 Demos of the applications 

 Support/distribution through the Web  

Weakness 2: It relies, for some parts, on the Anomaly Detection Module, which re-
quires algorithmic training. 
Action:  

 Due to the supported modularity of the product, different parts/segments of 
the running algorithms can be enabled (see Customer’s Segments in Figure 
10) according to the need and the background of the potential end-user. 

Threat 1: The MNOs might already use custom made visualization tools.  
Action:  

 Provide competitive innovations exhibited in the category “Value Proposi-
tions” of Figure 10. 

Threat 2: The MNOs might choose to develop their own use custom made visualiza-
tion tools in order to have more control over them, instead of relying on an external 
entity. 
Action: 

 The development efforts and the required resources for such a sophisticated 
tool born through interdisciplinary collaboration is not cost efficient for a 
company to develop from scratch. 

3.2.3 TUB and HISPASEC 

The business model of the Honeydroid (developed by TUB) and LMD (developed by 
HISPASEC) is illustrated in Figure 11. 
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Figure 11 The BM proposal for the honeydroid. 

Value Proposition 

The value proposition of this solution is the providing of pioneer mobile honeypot 
system which also integrates a module of anomaly detection. The system may be of-
fered to expert mobile security analysis companies, labs, research centres and CERTS 
(Computer Emergency Response Teams).   

The problem solved by the value proposition is providing a reliable answer to the 
question: “Am I (security analyst) downloading and installing malware on my de-
vice?”  

Key Partners 

The key partners are TUB, who provides the mobile honeypot, HISPASEC who pro-
vides the light malware. Furthermore, the company who acquires the solution, which 
will provide the communication channels and activities related to building and main-
taining customer relationships, after proper training offered by the developing part-
ners.   

Key Activities 

Key activities include the early detection of malicious applications and notification to 
security analysts. Another key activity is building and managing a web server and a 
database where all anomalies are logged together with malware package names. 

Key Resources 

The key resources include the honeydroid (mobile honeypot together with the light 
malware detector), provided by TUB and HISPASEC. Obviously, such a business mod-
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el would require dedicated customer care and support which implies additional re-
sources and investment for the generation of the new company. 

Customer Segments 

The main customer segments are mobile security analysis companies, mobile securi-
ty laboratories, research centres and CERTS (Computer Emergency Response Teams).  

Customer Relationships 

Since the target customer is very specific, the relationships must be personal and 
built over a dedicated mobile security social network and/or forum. 

Communication Channels 

The main communication channel will be the Internet (secure web service for anom-
alies reporting and for retiring the malware apk names). The email can also be uti-
lized. 

Costs and revenues 

In this phase the systems may be deployed on a freemium model in order to further 
test the prototypes and receive useful feedback for future improvements. The real 
benefit for the developing companies will be their company/institution image and 
brand improvement derived from the extensive usage and increased popularity of 
their solutions.  

Other issues  

The weaknesses and threats identified by the SWOT analysis performed in D8.3 [10] 
and addressed by the proposed business model are the following: 

 “Resource consuming (battery and CPU), Available on a limited range of old devices.” 
According to the proposed business model, these issues are not considered a prob-
lem if the system is used in laboratories for experimentation and tests by experts in 
the field. Of course they limit the mobility experience, nevertheless the end users of 
this BM are not real mobile subscribers, but dedicated security-related subscribers 
which can use experimental mobile network setups.  

Another possible issue might be the anomaly detection and false positive rate of the 
LMD module, which, again are not real issues in such an experimental configuration. 
On the contrary, these rates may be utterly improved by the feedback received from 
testers and researchers. 

3.2.4 COSMOTE 

The adoption of a security solution could generate new and recurring revenues for 
an MNO by selling “security packages” or by bundling security to up-sell other ser-
vices (m-banking, m-commerce or any other mobile transaction requiring advanced 
security). Although further investment would be required from the MNO side for 
dedicated customer care and support, however, pioneering MNOs in adopting such 
kind of solutions can expect to obtain a significant competitive advantage that will 
“reward” them with an additional list of benefits, such as: 
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 Churn reduction and market share increase, since their subscribers will be 
spared from bill shocks and offered peace of mind that their security is taken 
care of  

 Generation of new revenues by addressing new markets, such as selling secu-
rity packages, and security sensitive applications (m-banking / m-commerce / 
m-payments)  

 Promotion of the company brand/reputation.   

The proposed business model, depicted in Figure 10, assumes that COSMOTE will 
offer a new security service (security as a service) to its subscribers and in particular 
to the users of smartphones who require enhanced security. Typically, this would 
reflect 50% of the smartphone owners. The new service assumes unlimited applica-
tion analysis and evaluation providing continuous protection for a monthly fee. 

 
Figure 12 NEMESYS BM from COSMOTE. 

Value Proposition 

The above business model assumes that the MNO will offer a new security service to 
its subscriber base and in particular to the users of smartphones who require en-
hanced security (Security as a Service). The value proposition of the proposed busi-
ness plan is that COSMOTE will be able to enhance the security of the mobile devices 
of its subscribers. The problems solved by the value proposition associated with the 
suggested business model are the ones that result from the installation of malicious 
applications in our subscribers’ mobile devices. Utilizing the proposed business mod-
el, we are satisfying the need of our subscribers for additional security that would 
result in minimizing mobile device infections, protecting them from “bill shocks” and 
ensuring a “peace of mind”. 
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Key Partners 

The key partners are TUB, who provides the mobile honeypot, HISPASEC who pro-
vides the light malware detector and CERTH who provides the visual analytics tool.  

Key Activities 

Key activities include the early detection of malicious applications and notification to 
subscribers, as well as the early detection of anomalies in the network including the 
cause identification and mitigation. These activities include the interaction with cus-
tomers through email and/or telephone in order to inform them about malicious ap-
plications and how to uninstall them. 

Key Resources 

The key resources include the honeydroid (mobile honeypot together with the light 
malware detector), provided by TUB and HISPASEC and the visual analytics tool pro-
vided by CERTH. Obviously, such a business model would require dedicated custom-
er care and support which implies additional resources and investment for the 
MNOs. 

Customer Segments 

The main customer segment is the subscriber base of COSMOTE and in particular the 
users of smartphones who require enhanced security. Typically, this would reflect 
50% of the smartphone owners. 

Customer Relationships 

COSMOTE has already established an excellent relationship with its subscribers. We 
plan to strengthen this relationship even more by providing 24 h per day 7 days per 
week support for the proposed new security related service. 

Communication Channels 

The main communication channel will be the Internet (secure web service for cus-
tomer support, report delivery and paying, as well as email for enquiries and bug or 
error reporting). The phone can also be used in case internet communication is not 
available. Company owned shops can also be used as communications channels in-
cluding OTE, COSMOTE and GERMANOS shops. Finally, for advertising purposes, tel-
evision and radio can also be utilized. 

Costs and revenues 

The cost incurred for the provision of the new service will be based on: 

 The number of honeydroid systems that will need to be spread around COS-
MOTE’s network and the price of each one 

 The price of the visual analytics tool 

 The additional costs for promoting and supporting the service. 

The revenues in the proposed business model will result from the monthly fee for 
the service. This fee will provided to the subscribers, who wish to purchase the ser-
vice, unlimited application analysis and evaluation providing continuous protection  

Other issues  
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The weaknesses and threats identified by the SWOT analysis performed in D8.3 [10] 
and addressed by the proposed business model are the following: 

 “The users are not ready to use a security-dedicated device such as the hon-
eydroid.” According to the proposed business model, a lot of effort and in-
vestment will be devoted in supporting the new service with a dedicated cus-
tomer service centre and with an extensive advertising campaign through in-
ternet, television and radio. In this way, the users will become familiar with 
the new service and they will have the necessary support in order to use the 
service with confidence. 

 “The traditional providers of network security equipment and mobile equip-
ment are proposing competitive and comprehensive mobile security solu-
tions.” These solutions are at a very early stage, regarding development and 
most of them are not commercially available. This creates a lot of uncertainty 
for the MNO, since a business plan for a security service cannot be produced 
without fixed delivery dates and prices for the equipment required to offer 
the service. In the case of NEMESYS, we have a system that can be utilized in 
order to offer a security service to our subscribers according to the proposed 
business model.  

3.2.5 HISPASEC and TIIT 

Based on the NEMESYS achievements and on the analysis of Android products mar-
ket [10], HISPASEC and TIIT propose the business model related to an online service 
providing Android Application Analysis and Risk Evaluation. The service is basically 
built on top of the honeyclient (a.k.a. DroidCollector) software developed in the 
NEMESYS project, which provides both static and dynamic analysis of the submitted 
or collected Android packages (APKs). 

As increasingly powerful smartphones and other mobile devices have invaded enter-
prise environments in recent years, security professionals have often feared a corre-
sponding rise in mobile malware, similar to what was witnessed on the PC landscape 
more than a decade ago. Nevertheless, according to a recent report, mobile app data 
collection is posing a far greater risk to enterprises and users [17]. 

Even though the market of Android application analysis is very rich, we think that the 
honeyclient software can offer a valuable service on this market due to its quality, 
efficiency and the complete functionalities offered.  

By the adoption of mobile app security solutions TI expects to obtain an important 
competitive advantage that will also bring additional benefits, such as: reduction of 
the client churn phenomenon and, consequently, market share increase, also in-
creased security awareness and improved overall mobile security and, last but not 
least, improvement of the company brand reputation.   

The BM proposed herein is related to an online APK security analysis service and is 
summarized in Figure 13. 
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Figure 13 BM for the Android Application Analysis and Risk Evaluation online service. 

Value Proposition 

The value proposition of this service is the complete static and dynamic analysis of 
an Android apk. The analysis is performed server-side and the application package 
can already be on the server (previously submitted by another user or collected by 
the DrioidCollector) or can be submitted by the requesting user. The result of the 
analysis is a comprehensive report on the application behaviour patterns (i.e., pri-
vate and device information leakage, Internet exchanges, phone calls and SMS, etc.) 
automatically discovered by the analysis engine during both static and dynamic anal-
ysis. An indication on whether the application is known malware or not is also pro-
vided. The user is thus informed on the potential security risk the submitted applica-
tion can represent if installed on the user’s device. Therefore, the value proposition 
lays in reducing the cost of Android malicious apps for users, enterprises and app 
stores and enhancing the users’ security awareness. 

The problems solved by the value proposition is providing a fast and reliable answer 
to the questions: “Am I (customer) installing a dangerous app? Is it known malware? 
How much risk does it presents?”  

Currently, a similar service named Koodous is offered by HISPASEC freely to a large 
community of users, on a user registration basis. Koodous, the collaborative platform 
for Android malware and application analysis was developed and made available by 
HISPASEC (Figure 14), as part of the work performed in the NEMESYS project.   
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Figure 14 The Koodous platform web interface. 

Key Partners 

The key partner is HISPASEC who develops and maintains the service and its whole 
communication infrastructure. HISPASEC also provides support on integration and 
development and software updates.  

Another possible partner can be TIIT if the service is to be delivered to the TI cus-
tomers. Other mobile operators, like COSMOTE, and even app store vendors can be-
come partners in future.  

Each operator or app vendor partner provides some of the key resources to their 
own market segment (like hosting the web servers) and takes care of customer rela-
tionships for its own subscribers.  

Therefore channel partners are operators, app stores, retailers, and also public Wi-Fi 
providers. Marketing partners may be mobile marketing agencies, bloggers, journal-
ists, security magazines. Other possible partners are open source Android software 
providers. 

Key Activities 

The key activities are: applications collection, applications analysis, website man-
agement (the service uses online application submission, therefore Internet as a 
channel), interaction with customers (email and telephone). 

Other activities are improving the security of the solution based on the insights of-
fered by specific customer segments, optimize production and marketing costs, build 
partners network (e.g., with operators, app stores, Android developers and public 
Wi-Fi providers). 

Key Resources 

The key resources are: the personnel, a website for presentation, user registration 
and app submission/uploading or app searching (since the app may have been al-
ready uploaded and hence can already be present in the database and, eventually, 
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also already analysed), a secure cloud infrastructure, a secure and reliable database 
system, unlimited Internet access, an email service and telephone service (the latter 
may also be based on services available online depending on the customer needs). 
For some customer segments (app developers and security analysts) the preferred 
channel may be the Koodous social network itself, a reliable network built during the 
last year of the NEMESYS project and animated by the project’s partners. 

Customer Segments 

The main customer segments identified are: the mass market, the enterprise market, 
specialists market like, for example, app developers and security analysts, possibly 
third party Android application stores which care for security of the apps they pro-
vide/sell. Other customer segments may also be public institutions like schools, uni-
versities and public administration. 

Customer Relationships 

As far as the customers relationships are concerned, the preferred model is based on 
minimal direct interaction: self-service and, in general, automated services. For spe-
cialists customer segments (app developers, security analysts) the customer relation-
ships may be community-based implemented through the consolidated Koodous so-
cial network. For less experienced users, more flexible and personalized relationships 
are possible. Thus, the relationships can be personal, preferably through email and, 
in “critical” cases over the phone. 

Communication Channels 

The preferred channels are: Internet - the main channel (https for applications sub-
mitting, report delivery and paying), as well as email (mainly for enquires and bug or 
error reporting, for notifications about reports availability, etc.). Eventually the 
phone-based channel can be used in difficult cases.  

Costs and revenues 

The business model has fixed costs (salaries of software and web developers), and 
variable costs (equipment). Revenue will be generated by app analyses. 

The cost of an analysis can be very flexible and adapting to customer requests: the  
cost can be defined either per app or per analysis or even per time period with un-
limited number of analyses. The choice depends on the customer needs and  in-
cludes the website management and all customer care-related costs.  

The revenues may vary significantly on the specific segments, together with the ser-
vice type, the communication channels and the type of customer relationships.  

In summary, the biggest fixed cost is the personnel cost which include: 

 Product development 

 Product management 

 User experience (interaction and graphical design) 

 Sales 

 Security related research. 

The variable OPEX is related to marketing and hosting centres. 
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The main revenue stream derives from successfully performed analyses and reports 
submitted, while the unsuccessful submissions, applications with errors or analyses 
with errors are not paid for. The analysis system may also be sold to Android app 
markets; in this case the cost has to be arranged upon with the specific store owners. 

In practice, the product may be available as auto-renewable 1-month, 3-months or 
annual subscription after one week of trial with a limited number of analyses per day 
(e.g., 10 during the trial, 50 during normal operation). 

A testing campaign with a fixed term subscription may be foreseen with a friendly 
operator (e.g., TI.IT or COSMOTE).   

Other issues  

The weaknesses and threats identified by the SWOT analysis performed previously in 
deliverable D8.3 [10] are due to internal and external factors.  

Internal factors (weaknesses): 

 It does not support official markets (but that feature might be against the law 
unless special agreements are reached with the market owners) 

 It might not detect certain malware activities which are activated only on real 
phones or that need more time to take the malicious activities. 

 It analyses malware applications and goodware applications, therefore, it can 
be slower in some cases. 

External factors (threats): 
 The MNOs and security companies might consider the possibility to develop 

such solutions on their own based on the existing open source reverse engi-
neering tools (there are many of them, at least for Android). 

The internal weaknesses are addressed with the activation of the crawler which may 
download apks from all available repositories and, also, by providing a free submis-
sion feature to selected registered users, thus enabling the user to submit whatever 
application he/she wants to analyse. Furthermore, on request the dynamic analysis 
can also be performed on real phones (for certain segments which require higher 
security guarantees). A certain delay in the analysis response may still happen, but a 
maximum thresholds can be agreed upon with the user. If a time of service about 
this threshold is experienced, the user is charged significantly less or is not charged 
at all. 
The external factors of weakness, also called threats, can be addressed in each case 
by an adequate cost proposal and a guaranteed high quality of the service (agreed 
upon for each individual customer). 

4 Intellectual Property Rights Management 

4.1 Definitions 

“Use” is defined as the direct or indirect utilisation of foreground in further research 
activities other than those covered by the project, or for developing, creating and 
marketing a product or process, or for creating and providing a service. 
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“Direct use” implies that partners utilise the results themselves for commercial ap-
plications (e.g., by producing and/or commercialising a new product or by integrating 
a new process into their manufacturing plant) and/or for further research (“further” 
with respect to the scope of the project in which the foreground is generated). 
“Indirect use” implies that partners may allow third parties to exploit the research 
results through a specific agreement. 

4.3 Intellectual property rights 

The Consortium Agreement is a very important document when it comes to owner-
ship and sharing of Knowledge or project result, as it sets out or further defines how 
the consortium agrees on the use and dissemination of the project results. 
The background that is brought into the project will always remain the property of 
the partner involved. Those partners making available pre-existing know-how during 
the course of the project will specify any conditions for access thereto in the Consor-
tium Agreement.  
The Consortium agreement will dedicate one section or one appendix to define 
which access rights to the background may be granted. Also background to be ex-
cluded from access rights in any event will be specified in another dedicated section 
or appendix. All other background will be considered as unnecessary and excluded 
from the access rights. 
In the case of the foreground, i.e. the project results and any IPR that can be at-
tached to them, typically it is owned by the participant that carried out the work 
from which it resulted. 
Nevertheless, the intention of the consortium is to strive for a maximum of openness 
in the design and operation of the NEMESYS tools. 
Partners working in the same WP shall have Access Rights to all foreground and 
background needed for the execution of the WP, from all WP Partners. Participants 
from other WPs will enjoy the same access to foreground and background, if these 
form part of a deliverable or are necessary for the execution of the sub-project. 
Bilateral agreement between the Contractors participating in the same WP or in oth-
er WPs may be set if Contractors believe that foreground or background forms part 
of a deliverable of the other WPs or is necessary to carry out activities in the other 
WPs. These access rights can be extended to affiliates that are participating to the 
project, but these rights will expire at the end of the project. 
In the following paragraphs the IPR issues will be overviewed per partner. 

The knowledge generated by ICL within NEMESYS has been disseminated to the pub-
lic in the form of many publications that are accessible on its SAN research group 
website (http://san.ee.ic.ac.uk) and on the project website.  

Regarding the IP protection of its solutions, ICL is planning a joint project with a tele-
communication vendor in order to develop the SSDM further and to turn it into a 
proprietary feature, possibly leading to a patent application. On the other hand, the 
SECSIM simulator is based on the OMNeT++ discrete event simulation platform, 
which is open source and free to use, modify and distribute in academic and educa-
tional institutions. Exploiting SECSIM in any commercial context, however, will re-

http://san.ee.ic.ac.uk/
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quire a paid-license for OMNEST. Although ICL can transfer SECSIM simulation mod-
els to its in-house discrete-event simulator INES [19], OMNeT++/OMNEST offers a 
large library of pre-built modules that gives SECSIM a competitive edge over existing 
commercial mobile network simulators that do not enjoy the same support from the 
research community. So far, SECSIM models have not been made available for exter-
nal users, while NEMESYS partners have relied on ICL for all simulation work in the 
project. 

 

Although CERTH-ITI has not proceed yet to the composition and/or submission of 
any formal mean (e.g. Patents or other IPR protection) to protect its IPR regarding 
the technologies it has developed/introduced within the NEMESYS project, CERTH-ITI 
claims hereby some foreseen measures for the protection of these results: 

The involved partners plan to protect the authoring of the core technologies featur-
ing the advanced functionalities of the Visual Analytics Module (VAM) and Anomaly 
Detection Module (ADM), as they are listed in Section 2.1.6 and 2.1.7 by publishing 
the algorithms that have been developed within NEMESYS in research papers (jour-
nals, conferences). 

 

HISPASEC does not have any IPR related issues. 

 

Intellectual property rights for the technology in Honeydroid belongs to Telekom In-
novation labs (T-Labs) and TU Berlin (TUB) has obtained a research license from T-
Labs for the NEMESYS project. This means that although the Honeydroid prototype 
will be made available to all NEMESYS partners, the underlying IP rights rests with T-
Labs. 

 

COSMOTE does not have any IPR related issues. 

 

TIIT does not have any IPR related issues, except with the recommendation that the 
data made available by TIIT cannot be disclose to third parties, can be used only in 
the NEMESYS project and during the NEMESYS project life time. Exceptions are pos-
sible and they have to be explicitly agreed upon with TIIT legal office. Whenever the 
data is used it must be explicitly stated so. 

4.4 Patents and protection 

Publication and dissemination of foreground are granted with the approval of the 
Consortium, making sure that the period of secrecy needed for a successful patent 
application is respected. 
Any patent applications relating to foreground filed shall be reported in the plan for 
the use and dissemination of foreground, including sufficient details/references to 
enable the Commission to trace the patent (application). Any such filing arising after 
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the final report must be notified to the Commission including the same de-
tails/references. 
Contractors have to inform the Consortium and the Commission of its intention to 
publish on its foreground. Publication can be impeded if another contractor can 
show that the secrecy of the foreground is not guaranteed. 
Where the foreground is capable of industrial or commercial application and its 
owner does not protect it, the Union may, with the consent of the beneficiary con-
cerned, assume ownership of that foreground and adopt measures for its adequate 
and effective protection. 
In the following paragraphs the patents and protection related issues will be over-
viewed per partner. 
 

ICL does not have any patents-related issues. 

 

CERTH does not have any patents-related issues. As far as protection is concerned, 
the recommendation as above holds true: all technologies made available by CERTH-
ITI cannot be forwarded/shared/disclosed to third parties, while the ones that have 
been developed collaboratively with ICL, i.e. BRPCA for anomaly detection of fem-
otcells, will be addressed within a bilateral exploitation agreement between ICL and 
CERTH. Exceptions are possible and they have to be explicitly agreed upon with 
CERTH-ITI legal office. Whenever results based/processed on these technologies are 
used, the latter should be explicitly referenced and stated so. 

 

HISPASEC does not have any patents-related issues. As far as protection is con-
cerned, the recommendation as above holds true: all technologies made available 
and not public by HISPASEC cannot be forwarded/shared/disclosed to third parties, 
while the ones that have been developed collaboratively with TUB, i.e. LMD for 
anomaly detection in HoneyPot, will be addressed within a bilateral exploitation 
agreement between HISPASEC and TUB. Exceptions are possible and they have to be 
explicitly agreed upon with HISPASEC legal office. Whenever results based/processed 
on these technologies are used, the latter should be explicitly referenced and stated 
so. 

 

TUB does not have any patents-related issues. 

 

COSMOTE does not have any patents-related issues. 

 

TIIT does not have any patents-related issues. As far as protection is concerned,  the 
following recommendation holds true: all data made available by TIIT cannot be dis-
close to third parties, can be used only in the NEMESYS project and during the 
NEMESYS project life time. Exceptions are possible and they have to be explicitly 
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agreed upon with TIIT legal office. Whenever the data is used it must be explicitly 
stated so. 

5 Conclusions and future plans 

This report summarised the activities related to the exploitation and business model 
creation undertaken by NEMESYS partners during the second two years of the pro-
ject. The main activities were to: identify the project results that can be exploited, 
formulate proposals for their possible exploitation (where the exploitation is looked 
at from all perspective: internal deployment of acquired knowhow, proposals to 
standardization bodies, free exploitation, commercial exploitation, etc.) and create 
plausible/possible business models. This does not necessarily signify that the propos-
ing organizations are actually engaging in selling these products on the mobile secu-
rity market. 

The business building blocks have been presented and analysed relevant to five 
technologies developed in the NEMESYS project.  

The main conclusions can be summed up in these key propositions: 

 Mobile security market is quick and in continuous growth due to the evolu-
tion of mobile threats which increase in both figures and sophistication, the 
expansion of mobile device market and the wide increase in mobile service 
offering.  

 The proposed technologies have different levels of maturity, ranging from 
near market-ready to research prototypes. This makes only some of them 
ready for a possible adoption in a real business context. 

 An in depth research on macroeconomic elements that may influence the 
business models is needed for the mature technologies in order to compare 
the value that can really be created in the selected market segments with the 
sustainability of the business itself.   

 Our market analysis shows that segments exists where the market is not ma-
ture yet and where the users are beginning to grow security awareness, this 
fact  makes our technologies appealing for further investigation and exploita-
tion.  

Nevertheless, we cannot ignore that for some of the NEMESYS solutions (i.e., the 
Honeydroid), a further development phase is needed in order to bring them at a 
point where they can be proposed as real mobile security products. For others the 
most appropriate exploitation may be the technology release in open source in order 
to be actively used, tested and improved by the security and academic communities.  
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